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[57] ABSTRACT 

Method and system for preventing copying of textual images 
during display on a screen. The method includes randomly 
adding bits to the bitmapped background of the textual 
image to produce two random bitmapped textual images. 
The random bitmapped images are then alternately dis- 
played on the screen so that the instantaneous display of the 
on screen textual images is unreadable. By a second method, 
the bits that form the bitmapped image of the text bits arc 
randomly modified to produce a pair of random bitmapped 
texts. The random bit mapped text pairs are then alternately 
flickered on the display screen. Again, by this second 
method, the instantaneous display of the on screen textual 
images is unreadable. Although in both cases the instanta- 
neous display is unreadable, the human eye averages the two 
different bitmapped images as they alternate on screen so 
that the text is human readable. 

24 Claims, 9 Drawing Sheets 
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Piece out our Imperfections 
with your thoughts: 
Into s thousand parts 
divide one man, 
And make imaginary puissance 
Think, when we talk of 
horses, that you see them, 
Printing their proud hoofs 
In the receiving earth: 
For tie your thoughts 
that now must deck, our kings, 
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CALL ME ISHMAEL. SOME YEARS AGO—NEVER MIND HOW LONG 
PRECISELY - HAVING LITTLE OR NO MONEY IN MY PURSE, AND 
NOTHING PARTICULAR TO INTEREST ME ON SHORE, I THOUGHT 
I WOULD SAIL ABOUT A LITTLE AND SEE THE WATERY PART OF THE 
WORLD. IT IS A WAY I HAVE OF DRIVING OFF THE SPLEEN, AND 
REGULATING THE CIRCULATION. WHENEVER I FIND MYSELF GROWING 
GRIM ABOUT THE MOUTH; WHENEVER IT IS A DAMP, DRIZZLY 
NOVEMBER IN MY SOUL; WHENEVER I FIND MYSELF INVOLUNTARILY 
PAUSING BEFORE COFFIN WAREHOUSES. AND BRINGING UP THE REAR 
OF EVERY FUNERAL I MEET; AND ESPECIALLY WHENEVER MY HYPOS 
GET SUCH AN UPPER HAND OF ME, THAT IT REQUIRES A STRONG 
MORAL PRINCIPLE TO PREVENT ME FROM DELIBERATELY STEPPING 
INTO THE STREET, AND METHODICALLY KNOCKING PEOPLE'S HATS 
OFF-THEN, I ACCOUNT IT HIGH TIME TO GET TO SEA AS SOON AS 
I CAN. THIS IS MY SUBSTITUTE FOR PISTOL AND BALL. WITH A 
PHILOSOPHICAL FLOURISH CATO THROWS HIMSELF UPON HIS SWORD; 
I QUIETLY TAKE TO THE SHIP. 
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METHOD AND SYSTEM FOR COPY 
PROTECTION OF ON-SCREEN DISPLAY OF 
TEXT 

RELATED APPLICATION 

This application claims the benefit of U.S. Provisional 
Application No. 60/017,289 filed on May 13, 1996 and 
entitled "On Screen Copyright Protection." 

FIELD OF THE INVENTION 

The invention relates to the field of computer generated 
text displayed on monitors, specifically involving the pro- 
tection from copying, in a useful format, of information 
displayed on a computer screen. The invention uses alter- 
nating background bitmaps that are not prominently per- 
ceived by the human eye and other methods to prevent 
copying of useful screen information. 

BACKGROUND OF THE INVENTION 

Historically, a key problem in protecting copyrighted 
works online has been that, even if the user is forced to read 
something using a particular program, the letters on the 
screen can always be captured by the user "screenscraping" 
and then reusing the material without the publisher's knowl- 
edge. As a result, publishers are often afraid of providing 
online information for fear that it will be stolen and reused. 
Computer scientists give talks with phrases like "the nation- 
wide file system," and publishers fear that this means that 
everyone in the country, or perhaps the world, will be able 
to access one electronic copy of their material, and as a 
result, the first sale will be the only one. 

Further, publishers remember the collapse of the software 
game market in the early 1980s due to illegal copying, and 
are aware of the software piracy problems in many coun- 
tries. The Software Publisher's Association estimates that 
piracy costs the software industry $15 billion per year. See, 
for example, Elizabeth Corcoran, In Hot Pursuit of Software 
Pirates, Washington Post, Aug. 23, 1995, at Fl. In some 
countries, more than 95% of the copies of software in use are 
illegally made, with almost no legal copies in use. Worse yet, 
others are re-exporting illegal copies, cutting into the soft- 
ware market in places that have made great progress at 
eliminating locally made illegal copies. Book publishers are 
afraid of the same thing happening to them and arc looking 
for a technological fix. 

Traditionally, the large databases have avoided the worst 
of these problems by their method of operation. Users of a 
system like NEXIS or Dialog may well be able to capture a 
screenful! of output, representing a single article or abstract; 
but they are not likely to be able to find somebody else who 
wants that particular item and is willing to pay for it. Thus, 
piracy of such a system, which provides only the tiniest 
fraction of its content on each interaction, is not an insu- 
perable problem. 

Book publishers, however, who would like to deliver an 
entire book online, do not feel that same confidence. They 
know that an undergraduate who has purchased the right to 
a textbook for one of his classes, for example, has easy 
access to his fellow students who also need the same 
textbook, and they fear unauthorized duplication. Current 
statistics on library theft, for example, would not reassure 
them as to the honesty of current undergraduates. These 
concerns for online display are also applicable to display 
provided by a compact disk, read-only memory (CD-ROM). 

The techniques of "digital watermarking" or "steganog- 
raphy" are often recommended to deal with this problem. 
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These methods involve the concealment of a special code 
within a digital object; this code does not interfere with 
reading or viewing the object, but can be used to track 
copies. See N. Komatsu and H. Tominaga, A- proposal on 

5 digital watermark in document image communication and 
its application to realizing a signature, Electronics and 
Communications in Japan, Part 1 (Communications), vol. 
73, no. 5, 1990, at 22-23. 
With watermarks, each copy sold is labeled with a dif- 

10 ferent identification number, and illegal copies can thus be 
tracked back to the original purchaser so that legal remedies 
may be sought against that purchaser. However, these codes 
may be easily removed, and they may be hard to insert. See 
K. Matsui and K. Tanaka, Video-Steganography: How to 
Secretly Embed a Signature in a Picture, Technological 

15 Strategies for Protecting Intellectual Property in the Net- 
worked Multimedia Environment, January 1994, at 
187-206. Unfortunately, even if the proposed law against 
protection-breaking software passes, it is going to be hard to 
outlaw low-pass spatial Fourier transforms, which would 

20 attack many of the proposed picture labeling schemes. 
Further, it is easier to find spare places to put extra bits in a 
picture (where low-order detail can be adjusted with little 
notice) than in text, and thus the watermark method has little 
use with text. 

25 The most serious difficulty with digital watermarking for 
those who wish to display text is that it is particularly hard 
to find a way to put such codes in ASCII text. For this reason 
there have been suggestions that publishers wishing to send 
ordinary text should code it as bitmaps and send those 

3 0 despite their greater bulk. See M. Lesk, How Can Digital 
Information Be Protected, Research Challenges in the Eco- 
nomics of Information, CNRS, July 1993. Perhaps the most 
imaginative solution is that of J. T. Brassil, el al., at Bell 
Laboratories, which used such techniques as adjusting the 

35 space between letters and words in Postscript to hide extra 
codes. If the user copies the exact bitmap, this will permit 
tracking of the copy. See J. T. Brassil, S. Low, N. 
Maxemchuk, and L. O'Gorman, Marking of Document 
Images with Code-words to Deter Illicit Dissemination, 

4 0 Proc. INFOCOM 94 Conference on Computer 
Communications, 1994, at 1278-87. 

Digital watermarking also does not actually prevent copy- 
ing; it merely makes it possible to track the source of an 
illegal copy back to the first purchaser. However, since the 

45 Business Software Alliance estimates that 90% of illegal 
software use in the United States is unorganized and 
individual, any legal action against the copiers may well be 
expensive and unrewarding. See Steve Lohr, Pirates Are 
Circling The Good Ship Windows 95, New York Times, Aug. 

50 24, 1995, at D6. It is for this reason, of course, that the 
proposed White Paper on "Intellectual Property and the 
National Information Infrastructure (Nil)" suggests that 
online service providers be responsible for policing copy- 
right violation; however, it remains to be seen whether this 

55 will be enacted. For the moment, legal techniques arc 
expensive when used against a myriad of individuals, many 
of whom may have small financial resources. 

Another technique used in the software industry to control 
illegal use of software is the "dongle," a special-purpose 

60 hardware device that must be present on the machine 
involved for the software to work. These devices are rela- 
tively cheap and prevent software from running on a differ- 
ent processor. However, these devices meet some consumer 
resistance since they prevent someone from moving their 

65 work quickly from one machine to another (as is of course 
their intent) and also just seem to produce a higher level of 
hassle for users than software alone. 
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Although transmitting bitmaps and controlling the soft- 
ware and or hardware that is used to display them help 
prevent people from copying the material they access, these 
methods do not provide a complete solution. The user can 
always just take a screen dump, capture the bits off the 
screen, and run these bits through an optical character 
recognition (OCR) program. The publisher will then be 
thrown back on legal remedies for copyright violation. 

SUMMARY OF THE INVENTION 

It is an object of the invention to overcome the limitations 
and drawbacks of prior techniques for preventing unautho- 
rized copying. In fulfillment of this object, and others, the 
present invention provides a way for the human eye to see 
something and read it without allowing capture of the 
information by screen dumping. The invention accomplishes 
this task by alternately and rapidly displaying text combined 
with varied backgrounds of interfering information. 

The invention comprises a program that displays text on 
a screen in such a way that the text may be recognized by the 
human eye, but it may not be captured with a screen dump. 
The invention addresses the problem of protecting displayed 
text, at some cost in readability, by flickering the text with 
a varying background bitmap — an admixture of background 
grey noise. The human eye sorts out the text, not paying 
close attention to the grey background; but any screen dump 
captures at a given instant both the text and the noise. 
Additional protection is provided by scrolling the text up 
and down slowly, which again the human eye can track, but 
which would frustrate a program trying to unlock the text by 
averaging the flickering aspect of the invention. 

Additional objects, advantages and novel features of the 
invention will be set forth in part in the description which 
follows, in part will become more apparent to those skilled 
in the art upon examination of the following, or may be 
learned by practice of the invention. The objects and advan- 
tages of the invention may be realized and attained by means 
of the instrumentalities and combinations particularly 
pointed out in the appended claims. 

To achieve the stated and other objects of the present 
invention, as embodied and described below, the invention 
may comprise the steps of: 

generating a first background random bitmap; 

generating a second background random bitmap possibly 
derived from the first background random bitmap; 

adding said first background to the selected image to 
create a first combined image; 

adding said second background to the selected image to 
create a second combined image; 

displaying, alternately and in succession on a display 
device, the first combined image and the second com- 
bined image such that said selected image is recogniz- 
able to the human eye. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an illustration of a system for displaying a 
selected image in accordance with an embodiment of the 
invention. 

FIGS. 2A and 2B are diagrams of respective images 
which are combined to form the image shown in FIG. 2C in 
accordance with an embodiment of the invention. 

FIGS. 3A to 3C illustrate respective images generated 
using a lower density of background noise in accordance 
with another embodiment of the invention. 
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FIGS. 4Ato 4C illustrate the effect of varying half-images 
of the letters, rather than the background in accordance with 
another embodiment of the invention. 

FIG. 5 is a diagram of a user interface containing the 
S preferred embodiment for displaying an image in accor- 
dance with an embodiment of the invention. 

FIGS. 6 and 7 are diagrams of user interfaces containing 
the preferred embodiment for displaying an image in accor- 
dance with an embodiment of the invention. 
10 FIG. 8 is a diagram of a user interface containing the 
preferred embodiment for displaying an image in accor- 
dance with an embodiment of the invention. 

FIG. 9 is a diagram of a user interface containing the 
preferred embodiment for displaying an image in accor- 
15 dance with an embodiment of the invention. : 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

Using the drawings, the preferred embodiment of the 

20 present invention will now be explained. 

As is known from movies and television, if the eye is 
presented with images changing 24 to 30 times per second, 
respectively, it tries to average the result, rather than per- 
ceive the separately changing images (as it would if the 

25 images changed every second or every two seconds). 

Computer screen dumps, on the other hand, capture an 
instantaneous appearance of the screen. These dumps do not 
incorporate any time averaging over the screen appearance. 
Thus, if random bits are added to the background of the text 

30 to be displayed, and this process is repeated several times, 
resulting bitmaps are created that contain all the bits in the 
letters plus perhaps 50% of the remaining bits, at random, 
turned on within each bitmap. If these bitmaps are rapidly 
alternated, the human eye will perceive the steady bits 

35 making up the letters as letters, but will see the irregular 
flickering bits in the background as equivalent to a 50% grey 
background. Thus the eye will perceive steady black letters 
on a grey background. Any screen dump that is attempted, 
however, will capture the enormous amount of background 

40 bits as "garbage" because the screen dump will capture only 
one or the other of the images; the resulting screen image 
will be almost useless. 

With the invention, the number of background bitmaps 
may be varied. Also, one background bitmap may be gen- 

45 erated from others by bit inversion or other operations. 
However, it may not be desirable to have too many back- 
ground bitmaps. For example, if a method of attacking the 
screen protection is to capture the images and try to logically 
"and" them to uncover the letters (similar to what happens 

50 when your eye averages the background as grey), the more 
random the backgrounds that are used, the more likely it is 
that the letters will be apparent from using the "and" 
function (i.e., higher density of random background pro- 
duces more likelihood of elimination of that background, 

55 since only the letters themselves will be constantly present). 
As another method to defeat this strategy, it is also possible 
to combine the idea of flickering backgrounds and flickering 
letters, with perhaps a 25% background and a 75% letter 
density. 

60 Another feature that can be added to the invention is to 
"wobble" the text up and down the screen slowly. This 
doesn't bother the reader as much as the flickering, and it 
defeats a user who might say "I can defeat this program by 
setting up something which will just make 1 00 screen dumps 

65 in succession and then average the result." With the text 
wandering up and down the screen, the averaging will be 
destroyed. 
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As a further element in designing a system using the 
algorithm of the invention, it is assumed that the more 
obvious steps in copyright protection will be taken in 
conjunction with the invention. For example, the text to be 
read should be transmitted in encrypted form to the user's 
machine, so that "packet-sniffers" recording the content of 
the packets moving lo the machine won't get anything 
useful. This requires the user to employ a utility written by 
the information provider to display the file, which incorpo- 
rates the decryption step, so that the decrypted text is not 
written anywhere on a file in the user's machine. The actual 
display should be done in a bitmap window, which can be 
within a network browser, such as Netscape, if a plug-in, 
such as a JAVA program, is used. 

This technology does not work as well with displays of 
pictures rather than text, except for line drawings or other 
high-contrast art (e.g., art of only black and white elements; 
art of only two colors, such as red and green). Without the 
familiar letter-shapes to guide the eye, the addition of noise 
to, for example, a photograph of a real scene, which will 
typically contain many shades, makes it considerably 
noisier, rather than simply giving the image the appearance 
of being on a grey "background." However, the digital 
watermarking techniques are applicable exactly to such a 
pictorial images. Thus, the flickering technique is applicable 
exactly when the watermarking techniques are not and fills 
an important slot in copyright defense technology. 

Difficulties with the invention include the inability of 
current technology to flicker quite fast enough, or to display 
small enough dots. For example, on a Sparc 10, maximum 
rates of about 30 images per second running with C code for 
X-windows may be used; ideally, however, a proper rate 
would double the Sparc 10 rate. Running under JAVA, the 
flicker rate ranges from about 20 to 40 images/second (even 
on windows of about 600x100 pixels). In addition, each dot 
on a modem screen is still large enough to be easily 
perceived; the preferred embodiment uses smaller dots, so 
that they blend more easily. With time, both of these 
difficulties should be swept away by increasing hardware 
capability. 

An additional option for addressing some of these diffi- 
culties is the use of an alternating pair of colors for each bit 
of the screen, rather than black and white. As observed by 
Dr. Donald Norman, composing images from colored bits 
and using only a single pair of colors, such as green and red, 
rather than using black and white, allows the use of lower 
alternation rates because the human eye recognizes these 
colors more slowly than black and white. 

This technology thus makes it possible for copyright 
owners to display works to users while simultaneously 
preventing them from downloading the works. By doing so, 
it should enable additional kinds of material to be safely 
offered on online services. 

The preferred embodiment when applying the invention 
to text uses a Unix X-windows program that starts with a 
bitmap of letters, exactly as they would normally be put on 
the screen. These can be made easily enough from text using 
any typesetting-type program. For each bitmap to be 
displayed, two random bitmaps with grey density 25% arc 
made. That is, one bit out of four is dark (all bits are either 
black or white). These bitmaps may then be "or"-cd with the 
text bitmaps, so that two bitmaps are created, each of which 
contains the original text plus 25% of the white space 
cluttered up with more dark bits. The program then switches 
quickly between the two bitmaps. The text bits are contained 
in both examples, so the eye sees those bits constantly. The 
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changing and irregular dark bits from the random grey 
bitmaps are averaged by the eye as a grey background, so 
that instead of seeing clean back on white the eye sees black 
on grey. The grey background is changing constantly and 

5 thus somewhat annoying, but the text appears clearly. If, 
however, the user attempts to screen dump the window, the 
result is one of the two bitmaps with the cluttered back- 
ground data. With a 25% dark bit density level these screen 
dumps can only be read with some annoyance by the human 

1Q eye, and certainly not by an OCR program. 

FIG. 1 illustrates a system for displaying a selected image 
in accordance with an embodiment of the invention. A user 
I of a display device 2, such as a monitor of a personal 
computer, communicates 3 through a network 4 with a 

15 server 5 that contains pairs of combined images consisting 
of an identical selected image, such as text, line art or other 
high-contrast artwork, for the pair and a different back- 
ground random bitmap for each combined image. This 
background random bitmap includes bits of two contrasting 

20 shades, such as random black and white dots where a black 
or white selected image is used. It could also include random 
pairs of dots of two colors, such as green and red. The text 
must be the same color as one of the two colors used (e.g., 
red letters on a green and red background). The server 5 

25 transmits over a transmission path 3 the pair of images for 
the image selected by the user to the display device 2. The 
display device 2, in the preferred embodiment, uses a 
plug-in, such as a Java program running in a browser such 
as Netscape, to alternately and successively display the pair 

30 of images. The selected image becomes apparent to the user 
1 as occurring on a background, but an individual screen 
dump would acquire both the selected image and one of the 
two random backgrounds. 
FIGS. 2A to 2C display a sample of text 7 with random 

35 background patterns 8 and 9 and the resulting appearance of 
the merged background 10. (The example text is from the 
Prolog to Shakespeare's Henry V.) On a sheet of paper, it is 
not possible to show the flickering, so the third image 2C is 
shown here as 100% black letters on a flat 50% grey 

40 background. However, if read on a screen with about 30 
repeats per second, this third image 2C is roughly the 
appearance that results. An even higher flicker rate would be 
desirable; rates as low as 15 repeats per second cause the 
changing background to appear as an annoying Moire-like 

45 pattern, rather than as a steady grey level. 

Some attention must be paid to the grey background 
density compared with the size of the letters. The larger the 
letters compared with the background and the fainter the 
apparent background, the more readable the separated 

50 images are. That is, for an image in which the letters are a 
normal screen size, adding 25% random bits may make it 
unreadable; whereas even 50% random bits may not render 
an image which is 8x normal size illegible. In short, it is not 
desirable in this system to let readers scale the images as 

55 large as they want; it increases the chance that simply 
cleaning up all isolated dots will leave a clean set of letter 
images behind. 

As noted, there are various choices in this system. The 
random bitmaps can have any grey level. In particular, as 

60 shown in FIGS. 3A to 3C, if the background black bit level 
12 and 13 is about 10% within the two images 3A and 3B, 
the on-screen display 7 is easily readable on the resulting 
lighter background 14, but a reader can also easily make out 
the cluttered images 3A and 3B when isolated (note, 

6S however, that optical character recognition (OCR) programs 
still fail). If the background level is 50%, the display is now 
a fairly dark background but still quite readable when 



09/13/2004, EAST Version: 1.4.1 



5,9< 

7 

flickered. The individual cluttered images are then not even 
easily recognizable as text by eye, let alone readable. 

Another embodiment of the invention is shown in FIGS. 
4A to 4C. With this example, a flat white background is used 
that flickers between two images 16 and 17 of the text, each 
of which contain half the bits for each letter. This produces 
a different impression: instead of seeing black letters against 
a flickering grey background, the user sees flickering letters 
against a clean background. The half- images arc recogniz- 
able as text 18 but not easy to read (and again won't make 
it through OCR). This form, with flickering letters, seems a 
little harder to read than the steady-letter, flickering- 
background form, and it is easier to imagine how it might be 
attacked with bit-cleanup techniques. 

Finally, rather than using black and white bits, colored 
pairs of bits may be used. For example, red and green bits 
could be used, with the letters of the text made up of either 
red or green bits only. Use of color combinations such as red 
and green may allow clearly visible text to be produced at 
lower alternation rates. 

An example of the kind of interface that is possible using 
the preferred embodiment is shown FIGS. 5 through 9. 
Using plug-ins, such as a program written in Java, the 
invention fetches files from a server machine and displays 
them on a user's screen. There are four levels of security 
which the interface can mimic; for demonstration purposes 
these are button-selected, but in reality the intellectual 
property owner would stipulate the degree of protection 
required. 

FIG. 5 presents an example user interface that uses the 
preferred embodiment. In this example, the invention oper- 
ates within a browser 18, such as Netscape, running in a 
Windows environment 19. A user selects a security level 20 
and the type of file to display 22. Under "none" 21 security 
level 20, a file is simply displayed as readable black text 23 
on a white background 24, with the only security consisting 
of no "save" button and the fact that moving the mouse out 
of the viewing window blanks the window (except for a 
message to put the mouse back in the window). This keeps 
only an extremely naive user from screen dumping the file. 

FIG. 6 presents the same display, with the invention 
operating in Netscape 18 within a Windows environment 19. 
Selecting the "low" button 26 for the security level 20 
presents an encrypted form of the text in black characters 27 
(type of text selected by 22) on a white background 28 and 
asks for a password 29. 

FIG. 7 shows the result of typing the correct password 29 
using the "low" 26 security level 20. The text 31 is now 
presented in a readable format 32. If desired for additional 
restrictions, the passwords could be one-time use or other- 
wise limited in their capabilities, or the image could go away 
after some number of seconds. 

"Medium" security 34 is presented in FIG. 8. "Medium" 
security 34 involves displaying the text in black characters 
35 on a white background 36, with only a portion of the text 
in a readable format at a given time 37. The mouse must be 
moved up and down, in this case always keeping only three 
lines 37 decoded. With such an interface, screen dumping is 
difficult since the user would have to manually clip out the 
correct lines from each dump. 

Finally, FIG. 9 contains the preferred embodiment, which 
is presented as the "high" 39 security level 20. The appear- 
ance on the screen is of black characters 40 on a grey 
background 41. However, a screen dump presents the same 
black characters 40 with a black bitmap background, as was 
shown in 7 and 8 or 7 and 9 of FIG. 2. 
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This technology keeps users from doing many of the 
operations they would like to do, such as cut-and-paste or 
"egrcp" searches on the files. Of course, it is the intent of this 
software to make these operations impossible without the 

5 copyright holder's permission; but it may be best if the user 
interface supports the operations which are not a threat to the 
copyright holder. For example, saving small quantities of 
information, or doing searches may be allowed by the 
interface and controlled as to quantity to prevent risk. 

10 The invention has now been described in fulfillment of the 
foregoing objects. While several particular examples have 
been set forth by way of illustration, it will be appreciated 
that many modifications and alternative embodiments are 
possible without departing from the spirit and scope of the 
invention. 

15 What is claimed is: 

1. A medium for storing a program for displaying a 
selected image, said program: 

generating a first background random bitmap; 

generating a second background random bitmap; 
20 adding said first background to said selected image to 
create a first combined image; 

adding said second background to said selected image to 
create a second combined image; and 

displaying, alternately and in succession on a display 
device, said first combined image and said second 
combined image such that said selected image is rec- 
ognizable to the human eye. 

2. The medium of claim 1 wherein said program further 
3Q successively repositions said combined images relative to 

the screen of said display device. 

3. The medium of claim 1 wherein said medium is a 
magnetic storage medium. 

4. The medium of claim 1 wherein said medium is an 
35 optical disk. 

5. A method for preventing copying of an on-screen 
textual image having a bitmap background and bitmap text, 
the bitmap using two contrasting bits to represent the textual 
image, said method comprising the steps of: 

4Q adding random bits to the background of the textual image 
to produce a first bitmapped textual image; 
adding random bits to the background of the textual image 

to produce a second bitmapped textual image; and 
alternately displaying said first bitmapped textual image 
45 and said second bitmapped image on the screen so that 
the instantaneous on screen image is unreadable. 
. 6. The method according to claim 5 wherein said second 
bitmapped image is created by inverting said first bitmapped 
image. 

50 7. The method according to claim 5 further comprising the 
step of wobbling said alternately displayed bitmapped tex- 
tual images up and down on the screen. 

8. The method according to claim 5 further comprising the 
step of encrypting said alternately displayed textual images 

55 before display to the user. 

9. The method according to claim 5 wherein the textual 
image is high contrast art. 

10. The method according to claim 5 wherein each of said 
background adding steps comprises the substeps of: 

60 randomly adding dark bits to a clear background bitmap 
image to produce a random bitmapped background; and 
logically OR-ing said random bitmapped background 
with the bitmapped text to produce said first and second 
bitmapped textual images. 
65 11. The method according to claim 10 wherein bits from 
the bitmapped text are randomly removed to form random 
bitmapped text having half the textual information. 
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12. The method according to claim 10 wherein only one 
out of every four bits added is dark. 

13. The method according to claim 12 wherein the dark 
bits arc black and the clear background image is white. 

14. The method according to claim 12 wherein the dark 
bits arc red and the clear background image is green. 

15. A method for preventing copying of an on-screen 
textual image having bitmapped text, the bitmap using a 
dark bit and a clear bit to represent the textual image, said 
method comprising the steps of: 

randomly modifying the bitmapped text to form a first 

bitmapped textual image; 
randomly modifying the bitmapped text to form a second 

bitmapped textual image; 
alternately flickering said second and first bitmapped 

textual images on a bitmapped background on the 

screen so that the instantaneous on screen is display 

unreadable. 

16. The method according to claim 15 wherein said 
random modification step further comprises the substep of 
randomly removing dark bits from the text bitmapped image 
to produce said first and second bitmapped textual images 
having half the textual information. 

17. The method according to claim 16 wherein the bit- 
mapped background comprises a clear bitmapped image. 

18. The method according to claim 15 wherein said 
flickering step includes the substep of randomly adding dark 
bits to a clear background bitmap image to produce the 
bitmapped background. 

19. The method according to claim 18 further comprising 
the step of wobbling said alternately flickered textual images 
up and down on the screen. 
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20. The method according to claim 18 wherein only one 
out of every four bits added is dark. 

21. A system for preventing copying of on screen bit- 
mapped images having bitmapped text and a bitmapped 
background, said system comprising: 

a display device; 

a communications network; and 

i 

a server having pairs of the bitmapped images that arc to 
be displayed on said display device, each of said 
bitmapped image pairs being alternately transmitted by 
said server over said communications network to said 
display device. j 

22. A system according to claim 21 wherein said server 
further includes: I 

means for randomly adding bits to the background of the 
bitmapped image to produce a random background 
bitmap; and ! 

means for logically OR-ing said random! background 
bitmap with the bitmapped text. 

23. A system according to claim 22 wherein said server 
further includes: 

means for randomly removing bits from the bitmapped 
text to produce a random text bitmap; and 

means for alternately flickering random text bitmap pairs 
against a bitmap background. 

24. A system according to claim 23 wherein said server 
further includes means for slowly wobbling the text dis- 
played to the user's screen up and down and encrypting the 
text displayed at the user. 
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